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Abstract. Kazakhstan has demonstrated specific progress in the innovation and
digital development of regions and cities. Nevertheless, the level of digitalization
and innovation varies significantly depending on the region's territoriality. This
study presents a comprehensive framework for assessing Kazakhstan's regions'
innovation and digital potential through a novel Innovation and Digital Potential
Index. The proposed index evaluates five key dimensions: digital infrastructure,
innovative activity, human resource potential, business digitalization, and
cybersecurity. The authors employed a multi-criteria analysis approach using the
Analytic Hierarchy Process for weighted indicators. The results obtained make it
possible to analyze the territorial prospects of innovative and digital development
based on indicators of regional innovation activity and digital infrastructure. The
Republic of Kazakhstan's overall index of innovation and digital potential is 0.55
(from O to 1), the average indicator for the main criteria of innovation and digital
development. The empirical findings highlight significant regional disparities in
digital and innovation capacity, with major urban centers exhibiting the highest
index scores. At the same time, less-developed regions lag behind due to gaps
in infrastructure and policy. The results underline the need for targeted policy
interventions, including enhanced broadband accessibility, fiscal incentives for
digital transformation, and stronger cybersecurity measures. The results of this
research contribute to the broader discourse on digital economy development and
provide actionable insights for policymakers to drive inclusive and sustainable
innovation ecosystems to realize the innovative and digital potential, considering
the territorial characteristics of the country.
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A Framework for Assessing Regional Innovation and Digital Capacity

Introduction

Increasing objective challenges of the external environment, both political, economic, and
environmental, are global in nature, which determines the need to consolidate the efforts of all
countries to implement the 17 UN Global Sustainable Development Goals. Many developed
countries are working to integrate the 17 UN Sustainable Development Goals into strategic
growth plans of national economies: laws are adopted, state programs are developed, road
maps are approved, and platforms are created at the international level. The ongoing process
of globalization, with its increasingly paradoxical nature, has brought to the forefront not
only the need for Kazakhstan's national economy to move away from its reliance on raw
materials but also the urgency to address the country's social and environmental challenges,
considering the new challenges of the external environment and trends of innovative and
digital development. Such countries as Germany, France, Great Britain, Japan, the USA, Sweden,
and Denmark have started to actively promote policies aimed at the realization of sustainable
development based on the application of the principles of a closed-cycle economy [1, 2, 3].
At the same time, all countries felt the increasing uncertainty of the external environment
caused by the pandemic and lockdowns, which exacerbated social problems such as hunger,
poverty, and inequalities in health and education services. This necessitated consolidated
efforts to qualitatively transform development concepts, considering the continuous need to
integrate innovation and digital policies.

The state policy in sustainable development was conceptualized in the Strategy of Kazakhstan
- 2050 and partially defined by the Concept for the transition to a “green economy” issued in
2013. The Strategy for Achieving Carbon Neutrality in Kazakhstan until 2060, issued in 2023,
which aims at low-carbon development and achieving carbon neutrality using an efficient low-
carbon model [4], has a fundamental role in the path to sustainability. The decarbonization
strategy consists of decarbonizing the heating systems sector, which includes transport,
buildings, electricity, and industry. The existence of the mentioned sectors (transport and
buildings) and their prioritization are significant for building sustainable smart territories in
the country. Despite the progress achieved, it is insufficient, has a focal and mosaic character,
and is characterized by the lack of systemic implementation. Moreover, the innovative and
digital development of the country is based on two different directions: “Concept of digital
transformation, development of information and communication technologies industry and
cybersecurity for 2023-2029” and the State Program “Digital Kazakhstan” [5, 6].

It should be noted that to improve the efficiency of urban services and integration of smart
technologies in Kazakhstan, the concept of “Smart City” was developed, which is an initiative
aimed at improving the management of urban resources and services, as well as improving
urban infrastructure through the introduction of innovative solutions to create comfortable
living conditions for citizens. The Reference Standard of Smart Cities of the Republic of
Kazakhstan was approved in 2019 to standardize approaches to building smart cities. Priority
areas of smart city organization include security, transport, housing and utilities, education,
healthcare, and city management.

All the above initiatives are aimed at developing smart areas of the country, which will
allow us to identify and apply innovative and digital potential while incorporating elements of
sustainability and achieving carbon neutrality. Thus, the current transportation system is based
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predominantly on petroleum products, while the goal is to move to a carbon-neutral system
based on using electricity, hydrogen, and biofuels.

Buildings, in turn, are one of the components of the smart city “smart buildings” and one
of the most significant sources of greenhouse gas emissions, playing a key role in emission
reduction strategies. Decarbonizing this sector is planned by shifting from fossil fuel-based
heating to renewable energy heating systems and more efficient technological solutions.
In contrast, at present, the use of coal and gas in heating systems is predominant. Measures
are needed to introduce systems for monitoring, reporting, and verifying building energy
efficiency, and to set strict requirements for the energy performance of new residential, public,
and industrial buildings [7]. Thermal modernization of buildings and the introduction of new
heating technologies are necessary to reduce the energy demand for heating significantly [3, p.
26]. In turn, the Strategy for Achieving Carbon Neutrality of the Republic of Kazakhstan until
2060 (2023), which aims at low-carbon development and achieving carbon neutrality using an
efficient low-carbon model, plays a fundamental role in achieving sustainability.

Literature review

Analysis and appropriate assessment of the innovative and digital potential of territories
and regions of the country requires a comprehensive approach. According to the research of
the authors Kireyeva A. et al. (2020), Arkhipova E. (2024), Kamnev V. (2021), and Chkonia A.
(2020), the index of the innovative and digital potential of territories and regions is the primary
approach, which can be supplemented by the Pentalspiral (5-Helix) approach to identify and
assess regional digitalization [8-10].

Furthermore, evaluating a region's innovative and digital potential is essential for
comprehending its ability to promote economic expansion, technological progress, and social
development. Numerous indices and frameworks have been devised to assess these potentials,
each presenting distinctive methodologies and insights. This literature review explores
prominent indices and critical considerations in appraising regional innovative and digital
capacities. One well-established index is the Regional Innovation Index, which assesses a
region's innovation performance based on factors such as human resources, research systems,
innovation and entrepreneurship, and economic effects [11].

Several global indexes evaluate the innovation and digital perspectives of countries and
regions. One of the complex indexes is the Global Innovation Index, published yearly by the
World Intellectual Property Organization, which comprehensively assesses countries' innovation
capabilities. It evaluates 132 economies based on research and development spending,
intellectual property filings, and education metrics. In its 2023 edition, the GII noted a slowdown
in innovative investments, a shift from the previous year's growth. It highlighted the resilience of
top-performing countries such as Switzerland, Sweden, and the United States [12].

Another one, the Digital Economy and Society Index, developed by the European Commission,
evaluates the digital maturity of EU member states. DESI examines four key areas: human
capital, connectivity, integration of digital technologies, and digital public services. The 2022
DESI report highlighted substantial variations in digital competitiveness across member states,
emphasizing the necessity for tailored policies to address this digital divide [13].

Assessing a region's innovative and digital potential involves navigating challenges such as
data availability, rapidly evolving technological landscapes, and diverse regional contexts. The
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Global Innovation Index 2023 report underscores a significant decline in innovative investments
in 2023, marking a notable shift from previous years' growth. To address these challenges,
future research should focus on developing flexible assessment frameworks that accommodate
the unique characteristics of different regions and technological advancements. Furthermore,
fostering robust public-private partnerships and integrating sustainability considerations will
be vital in shaping resilient and forward-looking innovative ecosystems. In summary, evaluating
a region's innovative and digital potential requires a multifaceted approach considering
investment levels, infrastructure, policy environments, human capital, and collaborative
networks. By addressing these key elements, regions can strategically enhance innovation
capacities, driving sustainable economic growth and societal progress.

Thus, this article aims to present the index developed for the regions of Kazakhstan, the
innovation and digital potential based on the measurement of the availability and progress of
digital technologies, innovation activity, the potential of digitalization personnel, innovation
and digital activities of business enterprises, as well as ensuring cybersecurity in the regions.

Methodology

The methodology of the research is based on the development of the authors’ index of
innovative and digital potential of Kazakhstan's regions (Innovative and Digital Potential Index),
which measures the provision and development of digital technologies, innovation activity,
potential of digitalization personnel, innovative and digital activities of business enterprises,
as well as the provision of cybersecurity in the regions. Analysis and appropriate assessment
of the innovative and digital potential of territories and regions of the country requires a
comprehensive approach, which includes quantitative and qualitative assessment methods.
A normalized multi-criteria methodology calculates this index, which allows ranking regions
depending on their innovative development and digital transformation. This study's authors
propose applying the authors' index to assess the innovative and digital potential of the territory.

Thus,

IDPL. = Yi_ywi* Xy (1)
where:

IDPI - r region’s innovation-digital potential index;

X. - normalized value of i indicator for the region r;

W’i - indicator weighting coefficient;

n - number of indicators.

When selecting the indicators to calculate the index of innovation-digital potential of regions,
the study's authors divided them into five main groups (Table 1).

Table 1. Indicators of the region's innovation-digital potential index

Ne Indicators Group Designation Meaning

1. | Digital Infrastructure X, Internet availability (access) as a
percentage of the population (%)
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2. | Innovative activity X The share of enterprises with innovations
in the total number of enterprises (%)

3. | Human resources potential X Information and communication
technology specialists, percentage of the
total employed population (%)

4. | Business digitalization X Enterprises using technologies such as Al,
Big Data, and cloud technologies share in
the total number of enterprises (%)

5. | Cybersecurity X Cybersecurity incidents on the number of
network users

Note: compiled by authors [15]

The next stage of territorial assessment of innovative and digital and calculation of the
author's index is normalizing groups of indicators to a single scale from 0 to 1. In this case, Min-
Max Scaling is used for normalization, which is based on bringing indicators to a single scale.
This method helps to eliminate the difference between different indicators, normalizing the
comparability of analysis. Thus,

_ (kg am)
Xi,T‘ - (X_max_ Xmin) (2)
i i

The next step in calculating the index of innovation and regions' digital potential is to
determine each indicator's weighting coefficients. In this study, the authors applied the Analytic
Hierarchy Process (AHP) based on paired expert comparisons of factors on the Saaty scale
from 1 to 9, where one defines the equal value of the compared criteria and nine the absolute
superiority of the basic criterion from the comparable one [14, 15]. The matrix obtained was
analyzed, and the weights of each criterion were normalized to determine the average value,
which is the criterion's weight (Table 2).

Table 2. Weight coefficients of the region’s innovation and digital potential index

Xl XZ X3 X4 XS
Digital Innovative activity | Human resources Business Cybersecurity
Infrastructure potential digitalization
0.46 0.23 0.16 0.09 0.5

Note: compiled by authors [15]

Using all the data obtained for indicators and weight coefficients, the authors obtained the
following formula for the index of innovation and digital potential of regions.

IDPI, = 0.46 X; + 0.23 X, + 0.16 X3 + 0.09 X, + 0.05 X (3)
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Thus, regions are ranked according to the index of territorial innovation and digital potential,
which ranges from 1 to 0, where 1 defines a region with a high potential level and 0 with a low
level.

Results and Discussion

When analyzing the trends in Kazakhstan's innovation and digital potential, it should be noted
that the country has demonstrated specific progress in the innovation and digital development
of regions and cities. Nevertheless, the digitalization and innovation implementation level
varies significantly depending on the region's territoriality. The territory's uneven economic
performance, investment injections, and social structure dictate this difference. It should
be noted that the state program “Digital Kazakhstan” has influenced the development of the
country's digital infrastructure. Moreover, the country's total population has a digital literacy
level of 87.3% (Table 3).

Table 3. Digital infrastructure of the country's regions (X,)

Region Papulation Internet users Digital infrastructure, in %
Republic of Kazakhstan 20033842 17870187 89,2
Abai 607589 496400 81,7
Akmola 787981 563406 71,5
Aktobe 939405 581492 61,9
Almaty 1531167 1211153 79,1
Atyrau 704074 630850 89,6
West Kazakhstan 693262 512688 80,2
Zhambyl 1222593 1124786 92
Zhetysu 697987 552108 79,1
Karaganda 1135351 917364 80,8
Kostanay 829984 728726 87,8
Kyzylorda 841931 559042 66,4
Mangystau 1786841 657012 83,5
Pavlodar 753934 701913 93,1
North Kazakhstan 530089 464888 87,7
Turkestan 2142171 1949376 91
Ulytau 221584 177267 80,8
East Kazakhstan 727053 594002 81,7
Astana city 1430105 1301395 91
Almaty city 2228675 2023637 90,8
Shymkent city 1222066 954434 78,1

Note: compiled on the basis of data from [16,17]
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The digital gap between regions persists despite a reduction in this gap by about 4%
annually. Systematic and purposeful work is underway to provide high-quality Internet to
urban and rural populations. The Internet provision rate for the population and users is
89.2% of the country's total population. The highest indicator of digital infrastructure is in
the Pavlodar region, which amounts to 93.1%, followed by the Zhambyl region - 92%, the
Turkestan region and Astana city - 91% and Almaty city - 90.8%. The Aktobe region has the
lowest index of digital infrastructure - 61.9%.

Table 4. Innovative activity of enterprises in regions

Region Enterprises With innovations Innovative activity
of enterprises, in %
Republic of Kazakhstan 30750 3390 11,0
Abai 593 48 8,1
Akmola 1173 70 6,0
Aktobe 1176 159 13,5
Almaty 1259 67 5,3
Atyrau 1119 75 6,7
West Kazakhstan 828 39 4,7
Zhambyl 774 42 54
Zhetysu 564 61 10,8
Karaganda 1993 300 15,1
Kostanay 1353 125 9,2
Kyzylorda 651 86 13,2
Mangystau 1062 53 5,0
Pavlodar 1127 149 13,2
North Kazakhstan 1 054 160 15,2
Turkestan 899 81 9,0
Ulytau 179 15 8,4
East Kazakhstan 1292 114 8,8
Astana city 4 264 633 14,8
Almaty city 7 826 1031 13,2
Shymkent city 1564 82 5,2

Note: compiled on the basis of data from [16,17]

As can be seen from Table 4, out of 3,390 innovation-active enterprises, 1,031 enterprises
fall in Almaty city. At the same time, the territorial leaders in terms of activity level in the field
of innovation are the North-Kazakhstan region (15.2%) and Karaganda region (15.1%), as
well as Astana city with 14.8%, which is 633 innovation-active enterprises. In turn, the West-
Kazakhstan region has the lowest indicators, representing 4.7% of enterprises with innovation.
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Mangystau region, Shymkent city, Almaty region, and Zhambyl region also have a low level of
innovation activity of enterprises, 5.0%, 5.2%, 5.3%, and 5.4%, respectively.

The analysis of territorial innovation activity shows that the highest rates are observed in
the country's main cities - Almaty and Astana - while industrial regions such as Karaganda and
East Kazakhstan regions also have high innovation activity. These regions have well-developed
industrial bases, research institutes, and higher education institutions, which contribute to the
development of innovation and digitalization.

To calculate the innovation and digital potential index, it is necessary to assess the human
resource potential of Kazakhstan’s regions based on the share of the employed population in
the information and communication technologies field in the total employed population (Figure 1).

100%
=TT R LA B
98%
97%
96%
95%
94%
93%
92%
91%

Employed in the economy, total M Information and communication

Figure 1 Human resource potential by region (X,)
Note: compiled on the basis of data from [16,17]

The number of people employed in information and technology in the context of economic
activities is 187.8 thousand people, which is more than 2% of the country's employed population.
In the regional context, the highest value of this indicator falls on the cities of Astana - 6.3%,
Almaty - 4.5% and Shymkent - 2.6%. Among the regions, the highest index falls on the Mangystau
region - 2.7%, while the lowest value is observed in the Zhambyl region - 0.6%, Abay - 0.7%, and
the Kyzylorda and Pavlodar regions - 0.8%.

Further, data on the degree of digitalization of businesses by region are applied to calculate
the index of innovation and digital potential of the regions. The leading indicator in this category
is the share of enterprises and companies that use digital technology tools, such as artificial
intelligence, Big Data, and cloud technologies, in their activities.
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Abai
Shymkent city 35,0 Akmola
Almaty city 30,0 Aktobe
25,0
Astana city 20.0 Almaty

East Kazakhstan Atyrau

Ulytau West Kazakhstan
Turkestan Zhambyl
North Kazakhstan Zhetysu
Pavlodar Karaganda
Mangystau Kostanay
Kyzylorda

Figure 2 Digitalization of business by region (X,)
Note: compiled on the basis of data from [16,17]

Analysis of this indicator for Kazakhstan revealed that the digitalization of business
throughout the country is 16.4%. The highest level of business using digital technologies is in
the Atyrau region, with an indicator of 33.3%, while the lowest value is in the Zhetisu region,
with an indicator of 5.4%. Despite the increase in the share of digitalization of business in the
regional context, there is a significant gap between regions, which affects the overall innovation
and digital potential of the territory.

Data on cybersecurity and the level of protection of information systems in the country's
regions must be assessed and collected to calculate the index of innovation and digital potential.
The authors used the ratio of the number of cybersecurity incidents to the number of network
users in each region.

Figure 3 Global Cybersecurity Index 2024
Note: compiled based on data from [18]
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According to the Global Cybersecurity Index, Kazakhstan holds reasonably high positions
in all five areas among Central Asian countries. Data from the State Technical Service revealed
that the regions of the country most susceptible to cyber-attacks are Astana city, the North
Kazakhstan region, the Kostanay region, Akmola, and Zhambyl regions. Almaty city is also the
most susceptible to cyber-attacks by netizens.

Table 5. Cybersecurity of regions

Region Internet users Cyber attacks Cybersecurity
(million) indicator

Republic of Kazakhstan 17870187 57 3,2
Abai 496400 0,3 0,6
Akmola 563406 3,3 5,9
Aktobe 581492 1,7 2,9
Almaty 1211153 3,6 3

Atyrau 630850 2,2 3,5
West Kazakhstan 512688 1,2 2,3
Zhambyl 1124786 3,3 2,9
Zhetysu 552108 0,5 1

Karaganda 917364 9,2 9,9
Kostanay 728726 3,8 5,2
Kyzylorda 559042 0,4 0,7
Mangystau 657012 1 1,5
Pavlodar 701913 0,4 0,7
North Kazakhstan 464888 3,8 8

Turkestan 1949376 1 0,5
Ulytau 177267 0,1 0,6
East Kazakhstan 594002 0,7 1,2
Astana city 1301395 7,8 6

Almaty city 2023637 10 5

Shymkent city 954434 2,9 3

Note: compiled on the basis of data from [16,17]

According to the results illustrated in Table 5, the highest cybersecurity index is in the
Karaganda region, which amounts to 9.9 with 917,364 Internet users. This region is followed
by the North Kazakhstan region with an indicator of 8. Based on the data from five groups of
indicators for each country's region, the authors calculated the indices of the Innovation and
digital potential of the regions, which have a value from 0 to 1. Using the method of normalization
of each group of indicators of the regions, the following indices were derived, which allowed the
country's territory to be ranked depending on the innovative and digital potential.
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Table 6. The index of innovation and digital potential of the regions

Region Ranking IDPI
Abai 14 0,44
Akmola 20 0,25
Aktobe 19 0,32
Almaty 18 0,34
Atyrau 6 0,59
West Kazakhstan 15 0,37
Zhambyl 9 0,53
Zhetysu 13 0,45
Karaganda 7 0,58
Kostanay 8 0,589
Kyzylorda 17 0,38
Mangystau 12 0,453
Pavlodar 3 0,76
North Kazakhstan 4 0,65
Turkestan 5 0,60
Ulytau 11 0,46
East Kazakhstan 10 0,47
Astana city 1 0,91
Almaty city 2 0,77
Shymkent city 16 0,37

Note: compiled on the basis of data from [16,17]

The results obtained make it possible to analyze the territorial prospects of innovative and
digital developmentbased on indicators of regional innovation activity and digital infrastructure.
The Republic of Kazakhstan's overall index of innovation and digital potential is 0.55 (from 0
to 1), the average indicator for the main criteria of innovation and digital development. Eight
regions of the country have an index higher than the general index, as shown in Figure 4,
compared with twelve regions with an index lower than the country index.
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Index of Innovation and Digital Potential of Kazakhstan's regions
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Figure 4 Innovative-digital potential index of the regions of Kazakhstan
Note: compiled on the basis of data from [16,17]

Thus, the region with the highest index of innovative and digital development is Astana city
(0.91) due to a combination of factors such as the concentration of government institutions that
use digital technology tools and specialists in information technology and communications. This
is followed by Almaty city, which has the most significant number of enterprises with innovative
activity and Internet users, with an indicator of 0.77. Pavlodar region is in the third position in
the ranking of indicators of innovation and digital potential due to the relatively high level of
innovation activity of the region's enterprises and digital infrastructure, as well as above the
average level of business digitalization - 0.76. In turn, the Akmola, Aktobe, and Almaty regions
have the lowest innovation and digital potential index of the regions - 0.25, 0.32, and 0.34,
respectively. The result is due to the low innovation activity of enterprises at the level of 6% in
the Akmola region, 5.3% in the Almaty region, and 11% throughout the republic. Even though
the Aktobe region has a higher level of innovation activity than the Republican one (13%), a
rather low level of digital infrastructure (61.9%), and business digitalization determined the
innovation and digital potential index.

Kazakhstan is actively stimulating digital transformation and the introduction of innovative
technologies. However, the author’s analysis of the index of innovation and digital potential of
the regions demonstrates significant differences in innovation and digital development between
the country's regions. According to the results of the index calculation, 12 regions have a level
below the national average. In this regard, addressing the identified problems in innovation
and improving the level of digital infrastructure in the country's regions requires implementing
a comprehensive strategic policy [19]. The proposed policy should include developing the
digital environment, promoting innovation, stimulating the growth of information technology
professionals, digitalizing business processes in organizations, and ensuring cybersecurity.
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Conclusion

According to the results of this study, the main factor with the greatest weight in the index, which
determines the level of innovative and digital development in the regions, is the level of digital
infrastructure development. As the analysis showed, there are regions with a low level of Internet
accessforthepopulation comparedtothenationalindicator;and alow density of telecommunications
infrastructure in these regions. The solution to this problem lies in the accelerated deployment
of broadband Internet and 5G networks in all regions, including rural areas. There is a need for
additional investments in developing digital and communication infrastructure in remote regions.
In solving this problem, it is necessary to expand the role of public-private partnership practices
to jointly finance digital projects. As the analysis and calculation of the innovation and digital
potential index showed, the innovative activity of enterprises plays a significant role. Accordingly,
some problems need to be solved for the further development of innovation and digitalization in
Kazakhstan's regions. The report on the Global Innovation Index of 2024 ranks Kazakhstan in the
top 3 innovative economies by region, along with India and Iran [20]. The innovation activity of
enterprises in the country is 11%, which is considered low because the country ranks 78th in the
overall innovation ranking. The solution to this problem lies in expanding the network of technology
parks and hubs in the regions. This expansion will lead to increased accessibility of infrastructure
for startups and enterprises with innovative technologies.

An essential aspect of solving the problem is the application of tax incentives for information
technology and digital solutions companies. Following the Law of the Republic of Kazakhstan,
"On Investment and Venture Funds," the Tax Code, and the Business Code, it is necessary to
exempt enterprises with innovative activities, the production of innovative products, from VAT
and corporate income tax. The National Entrepreneurship Development Project for 2021-2025
requires extension and expansion to increase the competitiveness of innovative IT companies.

The analysis showed the importance of human resources employed in the information
and communication environment in developing an economy with high innovation and digital
components. The slow pace of innovative and digital development in some regions of the
country is due to a lack of information technology specialists and a low level of digital literacy.
This problem can be solved within the framework of a joint project of the Ministry of Science
and Higher Education and the Ministry of Labor and Social Protection - Atlas of Professions,
where it is necessary to actualize the demand for personnel in the field of communications
and modernize educational programs following the priorities of innovative and digital
development in organizations of higher and postgraduate education and in colleges. In this
atlas, it is necessary to develop a section "Digital professions"” by region, considering the needs
of the regions. Moreover, digital literacy courses in the region, including in rural areas, also
contribute to developing the country's digital human resources potential. Cooperation between
universities and businesses in preparing and implementing educational programs, internships,
and employment of students at information technology enterprises will positively impact the
level of staffing in the economy, which is aimed at innovative and digital development.

Business digitalization at large enterprises, in the banking sector, and in the field of public
services is carried out at a high level. It provides high indicators of digitalization in global
rankings. However, regional, medium, and small businesses face problems adapting to the
economy's digitalization. To solve the problem of digitalization in regional business, it is
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necessary to develop and implement tax incentive tools for enterprises that implement digital
and information technologies, as well as Al and cloud technologies. The authors suggest that a
single “national standard for digital business transformation” will allow for the unification of
requirements for digital processes and encourage businesses to adopt innovative digital tools.
The system of government grants and subsidies for SMEs and quotas for enterprises in regions
with low rates of business digitalization contributes to improving the overall situation.

An essential aspect of the development of both an innovation-oriented and a digital economy
is the issue of ensuring the cybersecurity of Internet users. The analysis of cyber threats and
cyber-attacks by region revealed the presence of cybercrime in some of the studied regions of the
country, as well as a high level of cooperation and cybersecurity. 132 of the world's economies
have a national cybersecurity strategy, and only 85 of them contain a strategy implementation
plan. A national strategy with a clearly defined action plan that meets international standards
will improve cybersecurity. The solution to cybersecurity problems is expanding the KZ-CERT
centers’ network within the National Computer Incident Response Service MecTto s BBoja
TeKcTa.. [t is necessary to continuously improve the digital security system through government
measures and programs such as the Government Decree "On Approval of the Concept of Digital
Transformation, development of the information and Communication Technologies and
Cybersecurity industry for 2023-2029" and others. An analysis of international experience
shows that the key factors of technological and innovative development of leading countries
in the digital age are maximum liberalization, de-bureaucratization, and demonopolization
of the ICT market, combined with a parallel, timely, and sometimes even advanced legislative
and regulatory framework . Considering a unified compliance system with information system
security requirements for government educational institutions and enterprises within the Law
"On Informatization" framework is necessary. In addition, regular cyber training for both public
and private structures will enhance cybersecurity.
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JI.A. KyanoBa*!, P./I. locxkan?, H. lllupasu’®
L291-®apabu amoeiHdarul Kazak ¥ammuik YHusepcumemi, Aamamol, Kazakcmax
3Xamad Bux Xanuga Ynusepcumemi, [Joxa, Kamap

Ka3sakcTaH aiiMaKTapbIHbIH MHHOBALMSIBIK K9HE M PPJIBIK 9J1eyeTiH 6aFaiay

Angatna. KazakcTaHHBIH 6Hip/epi MeH KasiaJapblHbIH MHHOBAUSJIBIK XKoHE LUQPJIbIK AaMybIHAA
allTapJiblKTal nmporpecc 6alikanajibl. Anaiifja, quopaaHAblpy MEH WHHOBALUS JeHredi aliMakKTbIH
ayMaKTbLJIbIFbIHA GaWJ/IaHBICTBl ©3repin OThIpaAbl. OCbl 3epTTey WHHOBALUSJIBIK >KoHE LHQPPIIBIK
dJeyeTTiH WHJAEKCI apKblibl KasakcTaH aliMaKTapblHbIH, MHHOBALUSJIBIK KoHe LUQPJIBIK d9/eyeTiH
GaFrasiay/iblH KellleH i HeTi3iH ychIHa/bl. YChIHBIIFAH UHAEKC 6ecC HeTi3ri 6aFbITTaFbl KepceTKimTepai
Garasaiapl: [UOPJBIK UHOPAKYPbLIbIM, HHHOBAIHUSAJIBIK 6eJCeHATIK, KaApJbIK dJjeyeT, 6U3HeCTi
nudpaaHbIPy KoHe KUubepKayincizik. ABTopJiap allMaKThIK KepceTKiluTep/i 6aranay 6apbIChbIH/a
aHaJIMTUKAJIBbIK Hepapxus NPoLecc 9ici MEH Kol KpUTEPUIJII TalAay a/iCTeMeCiH KOAaH bl 3epTTey
HaTIKeciHe caiikec, KasakctaH Pecny6G/MKacblHbIH WHHOBALUSJBIK K9He LUQPJBIK dJeyeTiHiH
»kannel uagekci 0,55 (0-geH 1-re feitiH) KypaiJbl, aTajfaH KepceTKill HHHOBaLUsIap MeH LUQPIIbIK,
JlaMyAbIH, Heri3ri KpuTepuiljepi 60UMbIHIIA opTalia 60JibIN TabblIaAbl. MaKalaHblH, 3MIUPUKAIBIK,
HOTIKeJepi U PJIbIK TEXHOJIOTUSI/IAp MeEH MHHOBAUAAP/bIH dJ1€yeTiH/eri alTap/bIKTal alMaKThIK
albIpMaNIbLIBIKTAPhI 6ap eKeHiH alKbIH/IAAbl, AFHU ipi KaJlaJIbIK OPTa/IbIKTapAblH MHIEKCTEPi XKOFaphl
KepceTKillTepre ue ekeHAiri 6esarini 6osgbl. COHbIMEH KaTap, UHPPaAKYpbLIbIM KeMIlijikTepiHe
6alylaHbICTBl a3 JaMblFaH alMaKTapAblH KepceTKillTepi colKeciHLle TeMeH HITHXKeJepre Hue.
3epTTey HOTHXKeJepi KeH »KOoJIaKTbl UHTEPHET >KeJIiCiHiH, KOJI »KeTiMJIIriH apTThIpyAbl, [UPPJbIK
TpaHchOpMalUAHbl KAapXKbLIbIK bIHTAJAH/BIPY/Ibl KOHE KaTaH KuUOepKayinci3fik mapasapbiH
KOCa aJiFaH/a, MaKCcaTThl CasCU Llapajap/blH, KaXKeTTiJMiriH alKblHAAbl. 3epTTeYAiH HaTHXeJsepi
U pPJIbIK IKOHOMUKAHBI JaMbITY MaceJieJlepiH KeHiHEeH TaJIKblJIayFa bIKNaJIbIH TUTi3il KaHa KolMaH,
MeMJIEKETTIK peTTeylli opraHzapfa MHKJIO3UBTI KoHe TYpaKTbl MHHOBALUAJBIK eJIAiH ayMaKThIK
epeKIleiKTePiH eckepe OThIPbIN, UHHOBALUAIBIK XoHe LUPPJBIK 9JIeyeTTi icke acblpy MaKcaTbIH/a
3KOXKYHesiepAi KYpy MaKCaThIH/A Ky3ere acblpyFa 60JaThIH aKNapaTThl YChIHA/bI.

TyiiH ce3aep: vHHOBaLMs, BUpPAAHABIPY, MHAEKC, Smart KaJjanap, aiMaKThIK JaMy, TYPaKThLIbIK,
KubepKayincisaik

JI.A. KyanoBa*!, P.JI. locxkan?, H. lllupa3u®
L2Kazaxckull HQUUOHA/ILHLIU YyHUBEpcUMem umeHu aab-Papabu, Aamamvl, Kazaxcmau
3Yuusepcumem Xamad bun Xaauga, /loxa, Kamap

OueHKa MHHOBALMOHHO-IMPPOBOro NoTeHIuaia peruoHoB Kazaxcrana

AnHoTanuA. KazaxcTaH NpoJeMOHCTPUPOBaJ OINpeJieleHHbI Nporpecc B MHHOBAIMOHHOM U
nMppoBOM pa3sBUTHUM PETUOHOB U ropozsoB. TeM He MeHee ypoBeHb IMPpPOBHU3aALMU W MHHOBALUU
CyILLleCTBEHHO pa3/IM4aeTcsl B 3aBUCMMOCTH OT TEPPUTOPHAIbHOCTH peruoHa. B JaHHOM Hcciejo0BaHUU
npezcTaB/JeHa KOMIJIEKCHAs CHCTeMa OLleHKHM MHHOBAIIMOHHOTO U I[MPOBOro NOTEHMaIa PETHOHOB
KazaxcTtaHa ¢ momouip0 MHJEKCa UHHOBALlMOHHO-IIM$poBoro noreHnuana. [lpeasaraeMblii UHAEKC
OLleHUBAET MATb KJ/IOUYEBBIX aCNeKTOB: UPOBYI0 MHPPACTPYKTYpPYy, MHHOBAIMOHHYIO aKTUBHOCTb,
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NOTEHLMaJ YeJIOBEYECKUX PECYPCOB, M poBU3al1I0 G1U3HeCa U KUbep6e30nacHOCThb. TakuM 06pa3oM, B
JJAHHOM cTaTbe aBTOpPaMH OblJI IPUMEHEH MHOTOKPUTEPHAIbHBIN I0AX0/ aHAIN3a U ObIJT UCII0JIb30BAH
METO/, Ipoliecca aHAIMTUYECKON HepapXyH [JIJIsT HOpMa/IM30BaHHbIX TOKa3aTe el nHaekca. CorsiacHO
pe3yJibTaTaM HcC/ie/JoBaHus, 001N HH/EeKC UHHOBALMOHHOTO U 1M$POBOro NoTeHMasa Peciy6iuku
KazaxctaH coctaBisieTt 0,55 (ot 0 10 1), uTo ABAsETCA CpEJHUM [TOKAa3aTeIeM 10 OCHOBHBIM KPUTEPUAM
WHHOBAIIMOHHOTO U UPPOBOTO pa3BUTHSA. [losryyeHHbIe SMIIUPUYECKHUE JaHHbIE CBU/IETENBCTBYIOT O
3HAYMUTEJIbHBIX PErMOHA/IbHbBIX Pa3/JMYMAX B LUPPOBOM U UHHOBALMOHHOM INOTeHIMase, IpU 3TOM
KpyNHeHIIe ropoJCcKUe LeHTPbl JJeMOHCTPUPYIOT caMble BbICOKHME NOKa3aTeJd MO HHJAeKcy. B To
’Ke BpeMsl MeHee pa3BUTble PETHOHBI OTCTAIOT U3-3a HEJOCTAaTKOB UHGpacTpyKTyphl. [losydyeHHbIe
pe3y/bTaThl NMOAYEPKUBAIOT HEOOGXOAMMOCTb IieJleHaNpaB/IeHHbIX MOJUTUYECKHX Mep, BKJ/OYas
HOBbILIEHHE JAOCTYIMHOCTHU LIMPOKOINOJOCHON CEeTH UHTepHET, GUHAHCOBbIE CTUMYJIbI AJis1 LUPPOBOH
TpaHcpopManuu U 6oJiee CTporue Mepbl Kubepbe3onacHOCTH. Pe3y/sbTaThl JaHHOTO MCCJe0BaHUSA
CIOCOGCTBYIOT 60Jiee IHUPOKOMY OOCY>K/IEHUIO BOIPOCOB pa3BUTHSA IIUGPOBOM IKOHOMUKH U, 6osiee
TOrO, IpeJijlaraeT rocyAapCTBEHHBIM PeryJIMpYIOLMM OpraHaM MoJie3Hy10 UHGOpMaL o /i CO3AaHuUsA
MHKJII03UBHBIX U YCTOMYHMBBIX MHHOBAIIMOHHBIX 9KOCUCTEM C L|eJIbI0 peasM3aliud HHHOBAIMOHHOTO U
nrM$poBOro NoTeHMala C Yi€TOM TEPPUTOPUATIbHBIX 0COGEHHOCTEN CTPaHbI.

KioueBble cj10Ba: MHHOBALMY, UMPPOBU3ALIUS, UH/EKC, YMHbIe [OPO/a, peTHOHA/JbHOE Pa3BUTHE,
YCTOWYUBOE pa3BUTHE, KUOEP6HE30MacHOCTb.
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