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Problems of identifying risks and managing them during the
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Abstract. Conducting an audit of a quasi-public sector entity to identify the risks of the audited
company is a risk analysis process to determine the magnitude of the impact (damage) from the
implementation of the risk, the likelihood of its occurrence and the degree of controllability for
further adoption of the most effective decisions on risk management measures. A common problem
of the Kazakhstan economy is the unpreparedness of the leadership of most large companies,
including the quasi-public sector, to perceive risk management as one of the integral elements of
the production process management. The purpose of this article is to determine for the subject of
the quasi-public sector a methodology for identifying risks, assessing them and managing them
during the state audit. The measures identified by the audit described in the article allow timely
identification of potential risks, carry out their assessment and take measures to minimize them

in building and running a business.
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In the Republic of Kazakhstan, quasi-public
sector entities include state enterprises, limited
liability ~partnerships, joint-stock companies,
national companies of which the state is a
participant or shareholder, as well as subsidiaries,
affiliates and other legal entities affiliated with
them in accordance with legislative acts of the
Republic of Kazakhstan.

Conducting an audit of a quasi-public sector
entity in order to identify the risks of the audited
company is a risk analysis process to determine
the magnitude of the impact (damage) from the
implementation of the risk, the likelihood of its
occurrence and the degree of controllability for
further adoption of the most effective decisions
on risk management measures.

World practice has demonstrated in the last
decade the active development of standardization
processes in the field of risk management
both at the national and international levels.
This is confirmed by the national standards
of Australia and New Zealand, Great Britain,

Canada and many other countries, as well as
the standard of the Federation of European Risk
Associations, the standard developed by the
Committee of Sponsoring Organizations of the
Treadway Commission (USA), and the group of
international ISO risk management standards.
These documents are general guidelines for use
by all organizations, regardless of the specifics of
work and risk situations [1].

Examination of the concepts of “risk” presented
in foreign standards allows us to conclude that
most of them consider risk from the point of
view of uncertainty and the associated deviations
from the expected results, thus adhering to the
neoclassical theory. And only the authors of two
documents (National Standard Canada, Standard
of the Committee of Sponsoring Organizations of
the Treadway Commission) adhere to the theory
of risk identification, according to which it is
considered from the point of view of danger and
losses associated with it.
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In the Republic of Kazakhstan, risk
management is currently going through a period
of its formation. New and previously created
professional and organizations
are re-created or continue their development,
focused on solving individual problems in the
field of risk management. Large Kazakhstani
companies representing various sectors of the
domestic economy are initiating the creation of
corporate risk management systems. In these
conditions, it becomes especially important the
problem of forming a common understanding
of the goal of risk management, the terminology
used, the organizational structure and the risk
management process itself, adapted to modern
Kazakhstani conditions [2].

Companies all over the world and in
Kazakhstan in particular faced with
certain obstacles to building an effective risk
management system. The three most significant
barriers of effective risk management include the
lack of interconnection between functional units,
the lack of a corporate culture of risk management
and the inability to obtain an accurate assessment
of the company’s risks.

A common problem of the Kazakhstan
economy is the unpreparedness of the leadership
of most large companies, including the quasi-
public sector, to perceive risk management as one
of the integral elements of the production process
management.

The purpose of this article is to determine
for the subject of the quasi-public sector a
methodology for identifying risks, assessing
them and managing them during the state audit.

The audited organization is the joint-stock
company “KazMunaiGas Onimderi” (hereinafter
- KMGO), which is determined by a single
operator for the retail sale of fuels and lubricants
in the Republic of Kazakhstan. Thus, a number
of problematic issues were resolved regarding
the provision of a unified policy in the field of
implementation and pricing; flexible response
to changes in market conditions; simplification
of decision making and control; optimization of
managerial staff and administrative expenses; the

associations

are

creation of common standards for the service and

activities of gas stations; introduction of a single
coupon and card systems for the sale of fuels and
lubricants throughout the republic.

The purpose of the methodology for
identifying and assessing risks, the selection of
risk management methods is to determine the
methods and tools for identifying and assessing
risks, as well as the criteria for selecting risk
management methods carried out as part of the
audit of KMGO'’s risk management processes.

The steps in the risk management process can
be considered. The risk management process at
KMGO consists of the following stages:

1. Risk identification;

2. Risk assessment;

3. Calculation of the risk appetite level and own
retention capacity (hereinafter -ORC) of KMGO
of the total amount of unplanned losses for one
year that KMGO may incur when risks occur and
which together will not have a significant impact
on the activities of KMGO

4. Building a risk map and prioritizing risks;

5. The choice of risk management methods,
the development of an action plan for managing
key risks;

6. Risk monitoring.

Risk identification involves the identification,
description and documentation of risks that
could affect the activities of the KMGO.

Risk identification is carried out by employees
of KMGO structural divisions. Collection,
processing, analysis, systematization of the
information received on identified risks is carried
out by the responsible subdivision.

A combination of different techniques and
tools is used to identify risks. Events are identified
both in terms of past experience and in terms of
future possible events.

When using this method, risk identification
based on the goals and objectives set, first of all,
the goals of the business processes they supervise
are determined by each KMGO structural unit.

The set goals identify potential events that
may affect their achievement.

Consider the matrix of risks identified in the
process of preparing separate financial statements
formulated by the Department of Accounting
and Reporting of KMGO.
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Table 1

Matrix identified KMGO risks

Purpose of the control procedure

Control criteria

Risk description

Ensuring the submission of
separate financial statements in
formats approved by the parent
company and / or legislative acts
of the Republic of Kazakhstan.

Ensuring the timely formation of

separate financial statements. law.

Availability and reliability;
Completeness and correctness of
reflection in the corresponding
period; Rights and Obligations
(Approval); Presentation and
disclosure; Compliance with the

The risk of separate financial
statements not in the approved
format.

The risk of untimely formation
of separate financial statements
due to untimely closure

of ledgers by responsible
accountants.

In the table, we see the main objectives of the
control procedures, control criteria during the
audit and the identified risks that are present
in the preparation of the separate financial
statements of KMGO.

The responsible unit conducts targeted
interviews with key KMGO employees to openly
discuss existing and potential risks and ways to
manage them.

Making decisions on risk management, taking
into account historical information about the
risks that have arisen, reduces the likelihood of
their reoccurrence.

The loss database is a good basis for
quantifying risks.

Information about all unforeseen (non-
budgeted) losses, as well as about any events that
could lead to unforeseen losses, including about
past accidents and accidents, is provided by the
structural units to the responsible unit.

Whenidentifying and analyzing risks, scenario
analysis, SWOT analysis, analysis of hazardous

factors and critical control points, analysis of
cause and effect relationships, butterfly analysis,
probability and consequences matrices, etc. are
also used.

The next stage of the risk management process
at KMGO, as described above, is risk assessment.
Risk assessment allows KMGO to analyze the
impact of potential risk on achieving the goals of
KMGO.

Initially, risk assessment is carried out on a
qualitative basis (expert assessment), then for the
most significant risks a quantitative assessment
can be carried out.

If the risks do not have reliable statistical
information for modeling and are not quantifiable,
as well as if the construction of models is not
expedient from the point of view of costs, the
risks are assessed only on a qualitative basis.

The quantitative assessment allows obtaining
more accurate analytical data and is especially
useful in developing methods for financing risks.

The risk assessment scale for frequency
(probability) and the size of the impact of the

Table 2

The scale of the assessment of KMGO risk

Score | Frequency (probability)

1 Very rarely (once every 7 years or more), or the probability of occurrence is up to 5%

Rarely (approximately once every 5 years), or the probability of occurrence is from 5 to 25%

Periodically (every 3 years), or the probability of occurrence from 25 to 50%

Often (once a year), or the probability of occurrence from 50 to 70%

[O20 IS ESI | ]

Very often (once every six months or more) or a probability of occurrence of over 70%
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Table 3

The scale of the assessment of KMGO risks in monetary terms

Score | Influence size In monetary terms

1 Minor loss up to 50 thousand US dollars

2 Noticeable loss from 50 thousand US dollars to 100 thousand US dollars
3 Major loss from 100 thousand US dollars to the size of the WM

4 Critical Loss over WM, or up to 25% loss of equity

5 Catastrophic loss total loss of profitability, or 25% loss of equity

risk are communicated to KMGO employees to
conduct a qualitative risk assessment. For each of
the identified risks, KMGO employees determine
the frequency and size of the loss using the
following parameters shown in tables 2 and 3.

For risks whose impact is difficult to assess in
financial indicators (for example, personnel risks,
reputation, non-compliance with product quality
requirements, etc.), non-financial characteristics
are introduced in comparable points.

The results are processed by the responsible
structural unit, each risk is assigned a rating
based on which a risk map is built.

The calculation of the risk rating is carried out
as follows:

Risk rating = probability score x impact score.

Based on the calculated degree of risk, each
risk is classified as follows:

- high risk- range of points from 15 to 25;

- average risk - a range of points from 4 to 14;

- low risk - a range of points from 1 to 3.

In the process of risk management audit at
KMGO, the above risks were assessed as follows.

As can be seen from the table above during the
audit of risk management in KMGO, the process
of generating separate financial statements, not
significant risks were identified.

The next stage of the risk management process
at KMGO is the selection of risk management
methods and the development of an action plan
for the management of KMGO key risks.

Measures are being developed to manage each
of the key risks, allowing to reduce the negative
effect of unplanned losses and their likelihood
or to receive financial compensation in case of
unplanned losses.

Risk owners draw up a plan to reduce the
degree of each risk in the area of high priority.
When developing a risk reduction plan, various
options for achieving the goal should be
considered, taking into account the possible costs
and effectiveness of the measures.

The risk mitigation plan defines specific
measures, the timing of their implementation,
the need for resources for their implementation,
the responsible person who will act as the sole
contact person in carrying out the agreed actions
to reduce the risk.

A risk reduction plan can also be developed
for medium and low priority risks, if the
implementation of such a plan does not require
resources to reduce the risk of higher priority.

According to the identified risks in the process
of compiling separate financial statements of

Table 4

Risk Assessment of the preparation of KMGO separate financial statements

Risk description Frequency (probability) Influence size In monetary terms
The risk of separate Very rarely (once every 7 years | Insignificant loss | up to 50 thousand US
financial statements not | or more), or the probability of dollars

in the approved format | occurrence is up to 5%

Risk of untimely Very rarely (once every 7 years | Insignificant loss | up to 50 thousand US
generation of separate | or more), or the probability of dollars

financial statements occurrence is up to 5%
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Table 5

The plan of measures to reduce the degree of KMGO risk

financial statements.

the monthly closing of the period
and the preparation of separate

Risk description Actions to eliminate them Target dates | Responsible persons
The risk of separate Approve the standard financial Ona Accountant responsible
financial statements not | reporting formats used to present | quarterly for preparing the

in the approved format | separate financial statements. basis separate financial

statements.

Risk of untimely To approve the terms for the Ona Accountant responsible
generation of separate formation of separate financial quarterly for preparing the
financial statements statements and the calendar for basis separate financial

statements.

KMGSO, the following plan of measures to reduce
the degree of risk was drawn up. It should also
consider the possibility of developing plans to
minimize risks of low and medium priority,
potentially having the opportunity to grow to
high priority risks in the next 3 years.

In addition, risk owners develop a plan of
actions to eliminate the consequences of the risks
that have taken place, which also determines the
actions, the timeframe for their implementation,
resource requirements and the person who will
act as the sole contact person in carrying out the
agreed actions to eliminate the consequences.

The choice of risk management methods is
determined based on the level of probability
and extent of damage upon the occurrence of
risk, the possibility of sharing the risk with the
counterparty, the possibility of financing the risk
reduction measure, as well as the criterion of the
effectiveness of risk management.

The distribution of ORC by risk is based on an
analysis of the impact of each of the risks and the
cost of accepting risks, that is, the more expensive
the cost of accepting risks from external sources,
the higher the share of own retention of a part of
such risk.

At the expense of current cash flows or equity
or at the expense of the reserve fund (in the case
of its creation) is carried out their own retention
of risks having a high frequency and low damage.

The founder company is the joint-stock
company National Company KazMunayGas,

which takes part in the reinsurance of KMGO
risks, which allows it to retain part of the insurance
premiums. The conditions for participation in
risk reinsurance are reflected in the internal
documents of KMGO describing the process of
organizing KMGO insurance coverage.

KMGO solves the issue of retaining some of
the risks having a high and medium priority, the
adoption of which in full is either impossible or
too expensive, and determines the ways to accept
the remaining part of the risk.

The boundaries of risk are determined at
which it leaves the green area, and the risk is
monitored in order to take immediate action in
case of its transfer to another group.

Risk management is carried out using such
a method in which management costs are lower
than the potential benefit of using this method.

The potential benefit is defined as the
difference between the amount of loss before
applying the risk management method and the
amount of loss after applying it.

The final stage of the risk management process
at KMGO is the monitoring of risk management.

Risk management monitoring is the control
of the dynamics of changes in risk characteristics
and the effectiveness of the implementation of
risk management measures.

Monitoring allows you to determine the risk
status, find out whether the desired result has
been achieved from the implementation of risk
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Table 6
Monitoring measures to eliminate the risks of KMGO

Risk description | Workflow Risk owners Execution Execution

(input data)
The risk of Financial reporting Department [ As of September As of September
separate presentation of accounting |30, 2019, separate 30, 2019, separate
financial forms approved and reporting [ financial statements | financial statements
statements not [ for consolidation KMGO. have been approved | were approved in
in the approved | of a group of in accordance accordance with the
format. companies of JSC NC with the approved | approved forms of

“KazMunayGas”. KMGO forms. the KMGO.
Risk of Forms of presentation | Department As of September As of September
untimely of financial statements | of accounting |30, 2019, separate 30, 2019, separate
generation of KMGO. and reporting [ financial statements | financial statements
of separate KMGO. were approved on | were approved on
financial time. time.
statements.

management measures, whether the information
collected is sufficient to make risk management
decisions, and whether this information was
used to reduce the degree of risk.

Monitoring is carried out by the responsible
department of KMGO by collecting reports
of risk owners on the dynamics of risks and
implementation of plans for the implementation
of risk management measures. Based on the

monitoring results, the responsible unit quarterly
submits a report to the KMGO Board, adjusts
the measures being implemented, or develops
additional measures to manage KMGO key risks.

Thus, the measures identified by the audit
described above allow timely identification of
potential risks, carry out their assessment and
take measures to minimize them in building and
running a business.
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A.H. Teinpioaesa, H.H. HypmyxameTos, /.3. beicenosa
A.H. I'ymunres amuvirdazor Eypasus yammorx ynueepcumemi, Hyp-Cyaman, Kasaxcman

KBasnmMeMmaeKkeTTiK ceKTOp cyObeKTidepiHiH KbI3MeTiHe MeMaAeKeTTiK ayaUT KYPri3y KesiHae ToyeKea-
AepAi aHBIKTay )X9He 0aapAbl Oackapy Maceaeaepi

AngaTtna. AyaurreseTiH KOMIAHUSHBIH ToyeKeAAepiH ailkKblHAay MaKCaThlHAA KBa3MIMeMEKeTTiK CeKTOp
cyObexTiciHiH ayanTi - 6ya ToyekeadeH O0AaThIH acepAiH (3a1aaAbIH) MOAIIEPiH, OHBIH Ialiga 004y BIKTUMaA-
ABIFBIH K9He ToyeKeaepAi OacKapy IIapaaapsl TypaAbl HEFYPABIM THIMAI ITelTiMAep KaOblajay YIIiH OaKkblaay
Adpe>KeciH aHBIKTayFa MyMKiHAIK OepeTiH Toyekeadepai Taaday mponeci. KazakcraH 9KOHOMIKaCBIHAAFBI JKal-
IIBI Tpo0AeMa - KOITereH ipi KOMITaHMAAapAbIH, OHBIH illiHAe, KBa3MIMeMAEKeTTiK CeKTOPABIH OacCIIbIABIKTHIH
eHJipicTiK mporecti OackapyAblH aXkKblpaMac Oeairi peTinge ToyekeadepAi KaObladayra AailbIH eMecTiri. Ocer
MaKaJdaHBIH MaKcaTbl KBa3MIMeM.EKeTTiK CeKTOp CyOBeKTici YIIIiH MeMAeKeTTiK ayauT Ke3iHJe ToyeKeadepai
aHBIKTay, OaFaaay >koHe 01apAbl 6acKapy o4icTeMeciH aHBIKTay 604 TaOblAaAbl. Makajaja cumnaTTaAraH ay-
AUT OapbIChIHAA aHBIKTAaAFaH Ilapadap bIKTMMaA ToyeKeaAepAl yaKbITbLABI aHBIKTayFa, 0A1apAbl Oaradayra >KoHe
OusHecTi Kypyaa >KoHe XXYprisyAe OapblHIIa a3aliTyFa MyMKiHAIK Oepeai.

Tyiiiz cesaep: KBa3uMeMAEKeTTiK CEKTOpP, ayAUTOPABIK YITbIM, MEMAEKETTIK ayAuT, ToyeKeaaep, ToyeKea-
Aepai backapy.

A.H. Tembi6aesa, H.H. HypmyxameTos, /1.3. beiicenosa
Espasuticxuil nayuonarvhoti ynusepcumem umenu /A.H. I'ymuaresa, Hyp-Cyaman, Kasaxcman

HPOGIIGMH BBISIBACHNSI PVICKOB M YIIPaBA€HNS VIMI B XOJ4e TOCYyA4apCTBEHHOTIO ayAuTa AesITeAbHOCTU
Cy6"beKTOB KBa3mroCcyaapCrsBeHHOTO CeKTOpa

Annoramist. [Iposesenne ayauta cyObekTa KBa3UIoCy4apCTBEHHOIO CeKTOpPa C 1[eABIO BBIABAEHIS PYUICKOB
ayAupyeMoll KOMIIaHIH IIpeACTaBAseT cOOOI IIPOLlecC aHaAM3a PYICKOB, ITO3BOASIOMINI ONIPeAeAUTD BeANIN-
HY BO34elicTBIL (yiepOa) OT peaausani PrCcKa, BEPOITHOCTD €T0 BOSHUKHOBEHNS U CTEIIeHb YIIPaBAsIeMOCTH
AAsl AaAbHENIIero NpUHATUA Hamboaee »PQPEeKTUBHBIX pelleHNil 10 MepaM yIpaBaeHns puckamu. Obimeir
Ipo04eMoIl Ka3aXCTaHCKOIM DKOHOMUKM sIBASeTCs HelOAIOTOBAEHHOCTbh PYyKOBOACTBa OOABININMHCTBA KpYII-
HBIX KOMIIaHUI, BKAIOYas KBa3UIOCyJapCTBEHHBIN CEKTOp, K BOCHPUATUIO yIIpaBAeHNs PMUCKaMI KaK OAHOTIO
113 HeOTheMAEMBIX D1eMeHTOB YIIpaBAeH!sI IPOM3BOACTBeHHBIM IIporieccoM. 1leapio 4aHHOI cTaTbhy SIBASIETCSA
orpejeleHne 4451 CyObeKTa KBa3UIOCyAapCTBEHHOIO CeKTOpa MeTOA0AOTI BBISABAEHIS PUCKOB, VX OIIeHKH U
yIIpaBAeHIs MU B XOAe TOCyapCTBeHHOTO ayauTa. Mepsl, BhIsIBA€HHbBIE B XO4e ayANTa U OIMICaHHbIe B CTaThe,
I103BOASIOT CBOEBPEeMEHHO BBIIBUTD IIOTEeHIIMaAbHble PYICKY, IIPOBECT UX OLIeHKY U IIPUHATL MePHI 110 UX MU-
HUMM3alVy IpY IOCTPOEHNN 1 BeAeHNy Ou3Heca.

KaroueBbie caoBa: KBa3UrocyJapCTBeHHBIN CEKTOP, ay4UTOPCKasl OpraHM3alis, rocyapCTBeHHBIN ay AT,
PMCKM, yIIpaBAeHUe PUCKaMMU.
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